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водоснабжения!



►Industrial Cybersecurity Business Development at Kaspersky Lab

►Участник ICS Cyber Security community RUSCADASEC

►КоординаторIndustrial Cybersecurity Center (CCI)

►Certified SCADA Security Architect (CSSA), CISSP, CEH

►@shipulin_anton

Who am I

https://ics.kaspersky.ru/
https://www.ruscadasec.ru/
https://www.cci-es.org/
https://twitter.com/shipulin_anton


Антитеррористическая защищенность водоснабжения в России

é

44. ɼʦʩʪʫʧ ʢ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʘʥʪʠʪʝʨʨʦʨʠʩʪʠʯʝʩʢʦʡ 

ʟʘʱʠʱʝʥʥʦʩʪʠ ʦʙʲʝʢʪʘ ʚʦʜʦʩʥʘʙʞʝʥʠʷ ʠ ʚʦʜʦʦʪʚʝʜʝʥʠʷ, 

ʩʠʩʪʝʤʘʤ ʫʧʨʘʚʣʝʥʠʷ ʠ ʵʥʝʨʛʦʩʥʘʙʞʝʥʠʷ ʠʥʞʝʥʝʨʥʦ-

ʪʝʭʥʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚ ʦʭʨʘʥʳ, ʢʣʶʯʘʤ, ʧʘʨʦʣʷʤ ʠ ʠʥʳʤ 

ʧʨʝʜʤʝʪʘʤ, ʥʝʦʙʭʦʜʠʤʳʤ ʜʣʷ ʚʭʦʜʘ ʥʘ объект 

водоснабжения и водоотведения ʠ ʚ ʤʝʩʪʘ 

ʨʘʩʧʦʣʦʞʝʥʠʷ его критических элементов, ʜʦʣʞʝʥ 

ʙʳʪʴ ʦʛʨʘʥʠʯʝʥ ʠ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴʩʷ.

III. ʄʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʘʥʪʠʪʝʨʨʦʨʠʩʪʠʯʝʩʢʦʡ 

ʟʘʱʠʱʝʥʥʦʩʪʠ ʦʙʲʝʢʪʦʚ ʚʦʜʦʩʥʘʙʞʝʥʠʷ ʠ ʚʦʜʦʦʪʚʝʜʝʥʠʷ



Водоканал не КИИ!?

ȹɊɉɊɕɅɐɡɒɠɎ ɌɅɏɓɒ ɓɗ 26.07.2017 N 187-ȹȬ "ȳ ɆɊɌɓɔɅɖɒɓɖɗɍ ȯȭȭ ȵȹ"

ʉʪʘʪʴʷ 2. ʆʩʥʦʚʥʳʝ ʧʦʥʷʪʠʷ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʚ ʥʘʩʪʦʷʱʝʤ ʌʝʜʝʨʘʣʴʥʦʤ ʟʘʢʦʥʝ

8) ɖɘɆɟɊɏɗɠɏɕɍɗɍɜɊɖɏɓɎ ɍɒəɓɕɑɅɛɍɓɒɒɓɎ ɍɒəɕɅɖɗɕɘɏɗɘɕɠ - ɈɓɖɘɉɅɕɖɗɇɊɒɒɠɊ ɓɕɈɅɒɠ, ɈɓɖɘɉɅɕɖɗɇɊɒɒɠɊ ɘɜɕɊɋɉɊɒɍ

ɤ, ɕɓɖɖɍɎɖɏɍɊ ɣɕɍɉɍɜɊɖɏɍɊ ɐɍɛɅ ɍ (ɍɐɍ) ɍɒɉɍɇɍɉɘɅɐɡɒɠɊ ɔɕɊɉɔɕɍɒɍɑɅɗɊɐɍ, ɏɓɗɓɕɠɑ ɒɅ ɔɕɅɇɊ ɖɓɆɖɗɇɊɒɒɓɖɗɍ, ɅɕɊɒɉ

ɠ ɍɐɍ ɒɅ ɍɒɓɑ ɌɅɏɓɒɒɓɑ ɓɖɒɓɇɅɒɍɍ ɔɕɍɒɅɉɐɊɋɅɗ ɍɒəɓɕɑɅɛɍɓɒɒɠɊ ɖɍɖɗɊɑɠ, ɍɒəɓɕɑɅɛɍɓɒɒɓ-ɗɊɐɊɏɓɑɑɘɒɍɏɅɛɍɓɒɒ

ɠɊ ɖɊɗɍ, ɅɇɗɓɑɅɗɍɌɍɕɓɇɅɒɒɠɊ ɖɍɖɗɊɑɠ ɘɔɕɅɇɐɊɒɍɤ, əɘɒɏɛɍɓɒɍɕɘɣɞɍɊ ɇ ɖəɊɕɊ 

►ɌɉɕɅɇɓɓɚɕɅɒɊɒɍɤ, 

►ɒɅɘɏɍ, 

►ɗɕɅɒɖɔɓɕɗɅ, 

►ɖɇɤɌɍ, 

►ɢɒɊɕɈɊɗɍɏɍ, 

►ɆɅɒɏɓɇɖɏɓɎ ɖəɊɕɊ ɍ ɍɒɠɚ ɖəɊɕɅɚ əɍɒɅɒɖɓɇɓɈɓ ɕɠɒɏɅ, 

►ɗɓɔɐɍɇɒɓ-ɢɒɊɕɈɊɗɍɜɊɖɏɓɈɓ ɏɓɑɔɐɊɏɖɅ, 

►ɇ ɓɆɐɅɖɗɍ ɅɗɓɑɒɓɎ ɢɒɊɕɈɍɍ, 

►ɓɆɓɕɓɒɒɓɎ, 

►ɕɅɏɊɗɒɓ-ɏɓɖɑɍɜɊɖɏɓɎ, 

►ɈɓɕɒɓɉɓɆɠɇɅɣɞɊɎ, 

►ɑɊɗɅɐɐɘɕɈɍɜɊɖɏɓɎ ɍ 

►ɚɍɑɍɜɊɖɏɓɎ ɔɕɓɑɠɝɐɊɒɒɓɖɗɍ, 

ɕɓɖɖɍɎɖɏɍɊ ɣɕɍɉɍɜɊɖɏɍɊ ɐɍɛɅ ɍ (ɍɐɍ) ɍɒɉɍɇɍɉɘɅɐɡɒɠɊ ɔɕɊɉɔɕɍɒɍɑɅɗɊɐɍ, ɏɓɗɓɕɠɊ ɓɆɊɖɔɊɜɍɇɅɣɗ ɇɌɅɍɑɓɉɊɎɖɗɇɍɊ ɘɏ

ɅɌɅɒɒɠɚ ɖɍɖɗɊɑ ɍɐɍ ɖɊɗɊɎ.



Водоканал не КИИ!?

https://t.me/KII187FZ/14424 https:// t.me/RUSCADASEC/43524

tg://resolve/?domain=KII187FZ&post=14424
tg://resolve/?domain=RuScadaSec&post=43524


Вода как критический ресурс

https://www.weforum.org/reports/the-global-risks-report-2019
https://www.economist.com/briefing/2016/11/05/liquidity-crisis

https://www.youtube.com/watch?v=xNJ2qgWYbUo

https://www.weforum.org/reports/the-global-risks-report-2019
https://www.economist.com/briefing/2016/11/05/liquidity-crisis
https://www.youtube.com/watch?v=xNJ2qgWYbUo


Зависимость отраслей от водоснабжения 

https://www.dhs.gov/publication/niac-water-sector-resilience-final-report

ʇʨʦʮʝʥʪ ʦʧʨʦʰʝʥʥʳʭ 

ʦʨʛʘʥʠʟʘʮʠʡ ʟʘʷʚʠʚʰʠʭ ʦ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʚʦʜʦʩʥʘʙʞʝʥʠʷ, 

ʚʦʜʦʦʪʚʝʜʝʥʠʷ, ʧʦ ʠʥʜʫʩʪʨʠʷʤ

ʉʨʝʜʥʷʷ ʜʝʛʨʘʜʘʮʠʷ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ 

ʟʘʷʚʣʝʥʥʘʷ ʦʧʨʦʰʝʥʥʳʤʠ 

ʦʨʛʘʥʠʟʘʮʠʷʤʠ, ʧʦ ʠʥʜʫʩʪʨʠʷʤ

National Infrastructure Advisory Council Water Sector Resilience: Final Report and Recommendations, 2016

https://www.dhs.gov/publication/niac-water-sector-resilience-final-report


Инфраструктура водоснабжения

https://www.youtube.com/watch?v=lIGSODs8Sh0

https://www.youtube.com/watch?v=lIGSODs8Sh0


Киберинциденты в отрасли водоснабжения

►2018, Европа, Криптомайнер на предприятии водоснабжения

https://www.theregister.co.uk/2018/02/08/scada_hackers_cryptocurrencies/

►2016, США, Шифровальщик на предприятии водоснабжения

https://threatpost.ru/fbi-reaffirms-stance-not-to-pay-ransomware-attackers/16020/

►2016, США, Уволенный сотрудник изменил конфигурацию и вывел из строя оборудование на 

предприятии водоснабжения 

https://www.justice.gov/usao-edpa/pr/bala-cynwyd-man-charged-damaging-protected-computers

►2015, N/A, Kemuri Water Company: Проникновение и изменение количества химикатов 

http://www.verizonenterprise.com/resources/reports/rp_data-breach-digest_xg_en.pdf

►2007, США, Бывший сотрудник установил ПО для удаленного доступа и вывел из строя 

оборудование системы управления водоснабжением, осужден на 10 лет

https://www.computerworld.com/article/2540235/disaster-recovery/insider-charged-with-hacking-california-

canal-system.html

►2000, Австралия, бывший сотрудник получил доступ и сбросил сточные воды в акваторию

http://web.mit.edu/smadnick/www/wp/2017-09.pdf

#3

https://ics-cert.us-cert.gov/Year-Review-2015

https://www.theregister.co.uk/2018/02/08/scada_hackers_cryptocurrencies/
https://threatpost.ru/fbi-reaffirms-stance-not-to-pay-ransomware-attackers/16020/
https://www.justice.gov/usao-edpa/pr/bala-cynwyd-man-charged-damaging-protected-computers
http://www.verizonenterprise.com/resources/reports/rp_data-breach-digest_xg_en.pdf
https://www.computerworld.com/article/2540235/disaster-recovery/insider-charged-with-hacking-california-canal-system.html
http://web.mit.edu/smadnick/www/wp/2017-09.pdf
https://ics-cert.us-cert.gov/Year-Review-2015


Honeypot систем управления водоснабжением, 2013

https://blog.trendmicro.com/trendlabs-security-intelligence/whos-really-attacking-your-ics-devices/

Страна размещения Количество

China 2

Japan 1

Russia 3

Australia 1

USA 2

Ireland 1

Brazil 1

Singapore 1

Total 12

https://blog.trendmicro.com/trendlabs-security-intelligence/whos-really-attacking-your-ics-devices/


Уязвимости в система управления водоснабжения, 2017

ʂʦʣʠʯʝʩʪʚʦ ʫʷʟʚʠʤʳʭ ʧʨʦʜʫʢʪʦʚ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʨʘʟʣʠʯʥʳʭ ʦʪʨʘʩʣʷʭ 

(ʧʦ ʢʣʘʩʩʠʬʠʢʘʮʠʠICS-CERT), ʫʷʟʚʠʤʦʩʪʠ, ʦʧʫʙʣʠʢʦʚʘʥʥʳʝ ʚ 2017 ʛʦʜʫ

https://ics-cert.kaspersky.ru/reports/2018/03/26/threat-landscape-for-industrial-automation-systems-in-h2-2017

https://ics-cert.kaspersky.ru/reports/2018/03/26/threat-landscape-for-industrial-automation-systems-in-h2-2017


Инфраструктура водоснабжения подключенная к Интернет

Поисковые движки



Инфраструктура водоснабжения подключенная к Интернет

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-

threats/exposed-and-vulnerable-critical-infrastructure-the-water-energy-industries

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/exposed-and-vulnerable-critical-infrastructure-the-water-energy-industries


Внимание к кибербезопасности водоснабжения за рубежом (1/2): DHS NIPP

https://www.dhs.gov/publication/nipp-ssp-water-2015

https://www.dhs.gov/publication/nipp-ssp-water-2015


Внимание к кибербезопасности водоснабжения за рубежом (2/2): WaterISAC

Water Information Sharing and Analysis Center

ʩʦʟʜʘʥ ʚ 2002 ʛʦʜʫ ʚʝʜʫʱʠʤʠ ʥʘʮʠʦʥʘʣʴʥʳʤʠ 

ʘʩʩʦʮʠʘʮʠʷʤʠ ʩʝʢʪʦʨʘ ʚʦʜʦʩʥʘʙʞʝʥʠʷʠ 

ʚʦʜʦʦʪʚʝʜʝʥʠʷ ʧʨʠ ʩʦʪʨʫʜʥʠʯʝʩʪʚʝ ʩ ɸʛʝʥʪʩʪʚʦʤ 

ʧʦ ʦʭʨʘʥʝ ʦʢʨʫʞʘʶʱʝʡ ʩʨʝʜʳ ʉʐɸʜʣʷ ʘʥʘʣʠʟʘ ʠ 

ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʢʪʦʨʘ 

ʚʦʜʦʩʥʘʙʞʝʥʠʷ, ʚʢʣʶʯʘʷ ʨʝʩʫʨʩʳ ʠ ʠʥʩʪʨʫʤʝʥʪʳ 

ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʦʪʨʘʩʣʠ

ɺʢʣʶʯʘʝʪ ʩʦʪʥʠ ʧʨʝʜʧʨʠʷʪʠʡ ʦʙʩʣʫʞʠʚʘʶʱʠʭ ʙʦʣʝʝ 

200 ʤʠʣʣʠʦʥʦʚ ʯʝʣʦʚʝʢ ʚ ʉʐɸ, ʘ ʪʘʢ ʞʝ ʛʦʩʦʨʛʘʥʳ ʠ 

ʢʦʥʩʘʣʪʠʥʛʦʚʳʝ ʢʦʤʧʘʥʠʠ

https://www.waterisac.org

https://www.waterisac.org/


Военные учения “атака/защита” включают объекты водоснабжения

https://ccdcoe.org/exercises/locked-shields/

ñThis year the exercise involved critical 

infrastructure that our entire modern lifestyle 

depends upon: power supply, clean water 

and emergency communications,ò

ñThe 45-acre facility offers typical metropolitan 

trappings, physical and cyber infrastructures 

and control systems -- water facilities, a 

prison, hospital and traffic lightsò

SANS Cyber Situational Training Exercise (Cyber STX)

NATO CCDCOE Locked Shields

https://www.atterburymuscatatuck.in.ng.mil/Ra

https://www.sans.org/dod

https://ccdcoe.org/exercises/locked-shields/
https://www.sans.org/dod


Singapore University of Technology and Design 



Математическое моделирование кибератак на систему распределения

https://www.researchgate.net/publication/309292102_Characterizing_Cyber-Physical_Attacks_on_Water_Distribution_Systems

epanetCPA - ʦʙʲʝʢʪʥʦ-

ʦʨʠʝʥʪʠʨʦʚʘʥʥʳʡ ʧʨʦʛʨʘʤʤʥʳʡ 

ʢʦʤʧʣʝʢʩ ʥʘ ʙʘʟʝ MATLABÈ ʩ ʦʪʢʨʳʪʳʤ 

ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ ʜʣʷ ʤʦʜʝʣʠʨʦʚʘʥʠʷ 

ʛʠʜʨʘʚʣʠʯʝʩʢʦʡ ʨʝʘʢʮʠʠ ʩʠʩʪʝʤʳ 

ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʚʦʜʳ ʥʘ ʢʠʙʝʨ-

ʬʠʟʠʯʝʩʢʠʝ ʘʪʘʢʠ 

epanetCPAʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ 

ʙʳʩʪʨʦ ʤʦʜʝʣʠʨʦʚʘʪʴ ʨʘʟʣʠʯʥʳʝ 

ʩʮʝʥʘʨʠʠ ʢʠʙʝʨʘʪʘʢ ʠ ʦʮʝʥʠʚʘʪʴ ʠʭ 

ʧʦʩʣʝʜʩʪʚʠʷ ʯʝʨʝʟ ʠʤʠʪʘʮʠʶ 

ʩʨʝʜʩʪʚʘʤʠ EPANET, ʧʦʧʫʣʷʨʥʳʡ 

ʧʫʙʣʠʯʥʳʡ ʢʦʤʧʣʝʢʩ ʜʣʷ ʘʥʘʣʠʟʘ 

ʧʦʚʝʜʝʥʠʷ ʚʦʜʦʧʨʦʚʦʜʥʦʡ ʩʝʪʠ

https://github.com/rtaormina/epanetcpa

https://www.youtube.com/watch?v=dEvtsZNrCSQ

Последствия атак

Å ʇʝʨʝʧʦʣʥʝʥʠʝ ʨʝʟʝʨʚʫʘʨʦʚ

Å ʇʘʜʝʥʠʝ ʜʘʚʣʝʥʠʷ

Å ʇʨʝʢʨʘʱʝʥʠʝ ʧʦʜʘʯʠ

https://www.researchgate.net/publication/309292102_Characterizing_Cyber-Physical_Attacks_on_Water_Distribution_Systems
https://github.com/rtaormina/epanetcpa
https://www.youtube.com/watch?v=dEvtsZNrCSQ


Исследование безопасности распределения воды: WADI testbed 

ʇʦʣʥʘʷ ʜʦʢʫʤʝʥʪʘʮʠʷ ʥʘ ʩʪʝʥʜʫ:

https://itrust.sutd.edu.sg/testbeds/water-distribution-wadi/

WADI testbed

Å SCADA

Å 3 PLCs

Å HMI

Å 5 Storage Tanks

Å 6 Demand Nodes

Å Pumps, Valves

Å Chemical dosing systems

Å Analyzers

Å Leak Simulators

https://itrust.sutd.edu.sg/testbeds/water-distribution-wadi/


Исследование безопасности обработки воды: SWaT testbed 

ʇʦʣʥʘʷ ʜʦʢʫʤʝʥʪʘʮʠʷ ʥʘ ʩʪʝʥʜʫ:

https://itrust.sutd.edu.sg/testbeds/secure-water-treatment-swat/

6 этапов обработки воды:

►P1: ȬɅɆɓɕ ɍ ɚɕɅɒɊɒɍɊ ɇɓɉɠ

►P2: ȩɓɆɅɇɐɊɒɍɊ ɚɍɑɍɏɅɗɓɇ

►P3: ȸɐɡɗɕɅəɍɐɡɗɕɅɛɍɤ

►P4: ȩɊɚɐɓɕɍɕɓɇɅɒɍɊ

►P5: ȳɆɕɅɗɒɠɎ ɓɖɑɓɖ

►P6: RO PermeateModule , UF Backwashmodule, RO/UF Cleaning Module

https://itrust.sutd.edu.sg/testbeds/secure-water-treatment-swat/


Внешние вектора атак
- Control of the PLC through the Bridged Man-in-the-Middle (MiTM) at Level 0

- Control of the chemical dosing system through a Python script (pycomm)

- Control of the Historian through the Aircrack WiFi

- Control of the pressure through the Server Message Block (SMB)

- Control of the water level in the tank through the Metasploit VNC Scanner

- Control of the pump through a rogue router

- Control of the pump through the FactoryTalk and password vulnerability

- Control of the pressure pump through Python script (pycomm)

- Control of the pump through the compromised HMI

- Overwriting data stored at Historian

- Control of the Historian through MiTM using ARP

Вектора атак инсайдера
- Control of the Motorised Valve through Manual Intervention

- Control of the RIO/Display through manual configuration on the sensor

- Control of the water pump P101 through the Python script (pycomm)

- Control of the water pump P101 through manual operation of the HMI

- Control of the pressure pump through Python script (pycomm)

- Control of the water tank level LIT101 through Python script (pycomm)

- Control of chemical dosing through modified PLC Logic

- Control of the RIO through disconnecting Analogue Input/Output pin

- Control of the amount of chemical dosing through Python script

- Control of the PLC through the modification of PLC logic in Studio 5000

- Control of the motorised valve through modification of PLC logic in Studio 5000

- Control of the motorised valve MV201 through the modification of PLC logic

- Control of the water tank level LIT301 through adjusting alarm levels

- Control of the chemical dosing pump P205 through manual operation of the dosing meter

- Control of the HMI/SCADA through simulation control

- Control of the PLC through disconnected network cables ɼʝʪʘʣʠ: https://goo.gl/y1Pxre

SWaT Security Showdown (S317) – реализованные вектора атак

https://goo.gl/y1Pxre


Испытания Kaspersky Industrial CyberSecurity (KICS)

https://ics.kaspersky.ru/

https://ics.kaspersky.ru/


ÅУстановка «с колес», без режима обучения 

ÅТочка мониторинга только на уровне L1

ÅНет мониторинга физических атак 

Результаты испытаний Kaspersky Industrial CyberSecurity (KICS)

ʈʝʟʫʣʴʪʘʪʳ ʘʪʘʢ ʠ ʦʙʥʘʨʫʞʝʥʠʡ 

ɼʝʪʘʣʠ: https://goo.gl/y1Pxre

https://goo.gl/y1Pxre


Стенды и их данные доступны для внешних исследований

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʳʭ ʧʦ ʩʪʨʘʥʘʤ ʠ ʧʦ ʛʦʜʘʤ

Å Secure Water Treatment (SWaT)

Å SWaT Security Showdown (S317)

Å Water Distribution (WADI)

Å BATtle of Attack Detection Algorithms (BATADAL)

Å Electric Power and Intelligent Control (EPIC)

Å Blaq_0

https://itrust.sutd.edu.sg/research/dataset/

Visit by Kaspersky Lab

Исследователи из России

Å Institute of Control Sciences

ÅMoscow Institute of Physics and Technology

ÅNational Research University

ÅPeter the Great St. Petersburg Polytechnic University

Å Innopolis University

Å Kaspersky Lab

https://itrust.sutd.edu.sg/research/dataset/


Kaspersky Industrial CyberSecurity + Machine Learning for Anomaly Detection

ʆʙʥʘʨʫʞʝʥʥʳʭ ʘʪʘʢ: 23 из 34

ʅʝ ʦʙʥʘʨʫʞʝʥʳ: 9 атак с незначительным эффектом

ʂʦʨʨʝʢʪʥʘʷʠʥʪʝʨʧʨʝʪʘʮʠ 2̫2 из 23

ʅʦʚʳʝ ʘʥʦʤʘʣʠʠ 7 аномалий

ʇʦʜʨʦʙʥʝʝ: https://www.youtube.com/watch?v=QbXVUHhZVVY

https://www.youtube.com/watch?v=QbXVUHhZVVY


Kaspersky Interactive Protection Simulation (KIPS) ð ʵʪʦ 

ʠʛʨʦʚʦʡ ʪʨʝʥʠʥʛ, ʧʦʛʨʫʞʘʶʱʠʡʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʠ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʚ ʩʠʤʫʣʠʨʦʚʘʥʥʫʶ ʙʠʟʥʝʩʩʨʝʜʫ, ʚ ʢʦʪʦʨʦʡ 

ʚʦʟʥʠʢʘʝʪ ʩʝʨʠʷ ʥʝʦʞʠʜʘʥʥʳʭ ʢʠʙʝʨʫʛʨʦʟ. ʇʨʠ ʵʪʦʤ 

ʫʯʘʩʪʥʠʢʘʤ ʥʘʜʦ ʤʘʢʩʠʤʘʣʴʥʦ ʧʦʚʳʩʠʪʴ ʧʨʠʙʳʣʴ ʠ ʩʦʭʨʘʥʠʪʴ 

ʨʝʧʫʪʘʮʠʶ.

Промышленные сценарии: 

Å ʅʝʬʪʝʛʘʟ

Å ʕʣʝʢʪʨʦʛʝʥʝʨʘʮʠʷ

Å Водоснабжение

Å ʊʨʘʥʩʧʦʨʪ

Клиенты:  ɻʦʩʩʪʨʫʢʪʫʨʳ, BASF, 

CERN, Mitsubishi, Yokogawa, ʈʫʩɻʠʜʨʦ, 

Panasonic, ISA, SANS,...

https://media.kaspersky.com/en/business-security/enterprise/KL_SA_KIPS_overview_A4_Eng_web.pdf

Kaspersky Interactive Protection Simulation (KIPS)

https://media.kaspersky.com/en/business-security/enterprise/KL_SA_KIPS_overview_A4_Eng_web.pdf


Кибербезопасность водоснабжения в России: Пример
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