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Boaa Kak Kputnyeckum pecypc

Figure I: The Global Risks Landscape 2019
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https://www.economist.com/briefing/2016/11/05/liquidity-crisis

https://www.weforum.org/reports/the-global-risks-report-2019

https://www.youtube.com/watch?v=xNJ2qgWYbUo
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National Infrastructure Advisory Council Water Sector Resilience: Final Report and Recommendations, 2016
https://www.dhs.gov/publication/niac-water-sector-resilience-final-report
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https://www.youtube.com/watch?v=I1GSODs8Sh0



https://www.youtube.com/watch?v=lIGSODs8Sh0

Knb6epnHuuaeHTbl B oTpacnm BogoCHabXeHus

» 2018, EBpona, KpuntomanHep Ha npeanpusaTMn BOoAOCHaGXeHuUsA
https://www.thereqister.co.uk/2018/02/08/scada_hackers cryptocurrencies/

» 2016, CLUA, LlUudpoBanbimK Ha npeanpuaTun BogocHabxeHus
https://threatpost.ru/fbi-reaffirms-stance-not-to-pay-ransomware-attackers/16020/

» 2016, CLUA, YBONeHHbIN COTPYAHUK U3MEHUN KOH(Urypaumio n BbiBen U3 cTpos obopyaoBaHMe Ha
npeanpuAaTUN BOogOCHabXeHus

https://www.justice.gov/usao-edpa/pr/bala-cynwyd-man-charged-damaging-protected-computers

» 2015, N/A, Kemuri Water Company: NpoHUKHOBEHNE U N3IMEeHEeHMe Konm4yecTBa XMMUKaToB
http://www.verizonenterprise.com/resources/reports/rp data-breach-digest xg en.pdf

» 2007, CLUA, BbiBlwKK coTpyaHUK ycTaHoBun MO ana yaaneHHoro aoctyna v BbiBes U3 CTPos
obopyaoBaHue cucTeMbl ynpaBneHUss BoaocHabxeHueM, ocyxxaeH Ha 10 net

https://www.computerworld.com/article/2540235/disaster-recovery/insider-charged-with-hacking-california-

canal-system.html

» 2000, ABCcTpanus, ObIBLULMKA COTPYAHMUK NOMYy4YUs [OCTYN U COPOCUN CTOYHbIE BOAbI B aKBaTOPUIO
http://web.mit.edu/smadnick/www/wp/2017-09.pdf

FY 2015 Incidents by Sector (295 total)
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https://ics-cert.us-cert.gov/Year-Review-2015



https://www.theregister.co.uk/2018/02/08/scada_hackers_cryptocurrencies/
https://threatpost.ru/fbi-reaffirms-stance-not-to-pay-ransomware-attackers/16020/
https://www.justice.gov/usao-edpa/pr/bala-cynwyd-man-charged-damaging-protected-computers
http://www.verizonenterprise.com/resources/reports/rp_data-breach-digest_xg_en.pdf
https://www.computerworld.com/article/2540235/disaster-recovery/insider-charged-with-hacking-california-canal-system.html
http://web.mit.edu/smadnick/www/wp/2017-09.pdf
https://ics-cert.us-cert.gov/Year-Review-2015

Honeypot cuctem ynpaBrieHMs1 BogocHabxeHunem, 2013

CtpaHa pa3melueHus Konu4yectBo

China 2
Japan
Russia
Australia
USA
Ireland
Brazil
Singapore
Total 12

RPlRrRr|IN|RP|W|F

CRITICAL ATTACK ORIGIN BREAKDOWN

B CHINA 50%

LEGEND: ey o
@ COUNTRY ORIGIN m UK 10%

¥ ATTACK TARGET W FRANCE 10%

NONCRITICAL ATACK
we= CRITICAL ATTACK
* The numbers ( 1 , @) indicate how
many of each attack type targeted
each country.

https://blog.trendmicro.com/trendlabs-security-intelligence/whos-really-attacking-your-ics-devices/



https://blog.trendmicro.com/trendlabs-security-intelligence/whos-really-attacking-your-ics-devices/

YA3BUMOCTU B CUCTEMaA yrnpaBrieHnsa BoagocHabxeHus, 2017
0 50 100 150 200
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Critical Manufacturing I 16
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https://ics-cert.kaspersky.ru/reports/2018/03/26/threat-landscape-for-industrial-automation-systems-in-h2-2017



https://ics-cert.kaspersky.ru/reports/2018/03/26/threat-landscape-for-industrial-automation-systems-in-h2-2017

UHdpacTpykTypa BoaocHabxeHUs noaknoveHHaa K UHTepHeT

e Robin von Post

Shodan Thing of the Day - Some SCADA on
the Internet from Finland!
Water or Air Traffic Control towers? 29

13 & 28 oruetox <Hg 020820060

) virkon o )
not a good idea. a swiss cities water supply
management online #loT @shodanhq

shodan.io/host/213.3.41....

Raw Water Bass Rudge Cardmal Park Rxcherson Industrsal Park
Spurkngton khom  Speck Chiorine Monitor Redoad Main
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Pump 1 Pump 2 0s- 0 Pump 1 Pump 2
g . 203 v

[ Ao

Cl Monitor

Suction  Discharge

Controls for a water treatment facility, which, again, you can technically access
from your bedroom.

. Marson Diego =~

@mirkogatto1 @barbara agna #shoda
on exposed canadnan water treatment plant
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UHdpacTpyKkTypa BoaocHabxeHnsa nogknoyeHHasa K UHTepHeT

Exposed and Vulnerable
Critical Infrastructure:

Water and Ene Industr

Stephen Hilt, Numaan Huq, Vladimir Kropotov,
Robert McArdle, Cedric Pernet, and Roel Reyes

A TrendLabs®" Research Paper
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Water heating system in an industrial facility located in

Sweden. The boiler uses up to 3MW of electricity, which

implies a very large volume of water is being heated and

circulated. There is a “release” button at the top corner,
which is likely a reset mechanism.
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— CONSIGNAS

GRAFICAS

266 Uimin

6.05 Bar

15.60 Ymin

e

A monitor for a water pumping system. Top-level menu
displays the available submenus: Selector, Readings, and
Graph. This page shows one of the pumps is pumping water
at 266 L/min, while the second pump is mostly inactive and
pumps at 15.6L/min.

Blockerad Eplans. ...,

Ty Kvees Lam |

Kwwaim )| Tt | htems | | restess | tem || Fi0Tee

An alarm condition was triggered and the flow of water in
and out of the boiler has stopped.
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Another overview page shows both pumps are currently
deactivated.
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f i

An overview menu showing readings from the different
subsystems. The Start, Stop, and Fault Reset buttons are all
accessible from this page.

o o o

g [

A pop-up menu displaying event information, including
alarms.

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-

threats/exposed-and-vulnerable-critical-infrastructure-the-water-enerqy-industries
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01 Geothermal System

Geothermal system displaying the rates of water flow in/
out of the building and the ingress and egress water
temperatures.
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Water filtration facility in Colombia. The HMI requires user
authentication before full menu access.
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Water purification/disinfection plant in Canada. The page
displays all subsystem status information in one screen. The

HMI and/or system can likely be shut down from this screen.

G 01 Geothermal System ® 2%/ 11171
aumm—— a—

Geo L prevy e

Image indicates water is not flowing properly from the
geothermal well and there is a subsequent drop in water
temperature, probably an error condition.

L]
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1]
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The same HMI without the user authentication pop-up
window. It is unclear if the user has already authenticated,
or if clicking on the menu items will bring up the user
authentication window.

Ve

System warning message displaying an alarm condition
has triggered. The operator can acknowledge or further
investigate the alarm from this page.



https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/exposed-and-vulnerable-critical-infrastructure-the-water-energy-industries

BHuMmaHuUe K KnbepbesonacHocTn BogocHabxeHus 3a pyoexom (1/2): DHS NIPP

Figure 4: Water and Wastewater Sector Risks

Most Significant Risks

* Natural disasters (such as impacts on water quality and quantity from floods,
hurricanes, earthquakes, ice storms, pandemic flu and other geographic catastrophes)

Economic implications of aging infrastructure
Cyber events
Capability in managing an area-wide loss of water
» Although the Water Sector has been defined as a lifeline sector, this is not commonly

recognized among all relevant stakeholders, a situation that can escalate
consequences during area-wide events

High Risks

Economic costs of preparation and response: The Water Sector can create a large
economic risk in a disaster, but there are insufficient funds to prepare for and
address risks ahead of time

lgnorance about the consequences of inaction and apathy from some stakeholders
in utilities, the customer base, state/local government and Federal Government/Congress

Inadequate coordination and information sharing during preparation, response
and recovery

Intentionally malicious acts Water aIld W&Stewater SYStemS

Limited resource availability: Many utilities are faced with competing needs
(e.g., regulatory, aging infrastructure, environmental and public health protection, and S S 2 ﬁ 1
workforce succession requirements) that are immediate, concrete and can limit eCtor— peCl C P an
resource availability for implementing preparedness and resiliency improvements

* Unenforced and outdated requirements that do not address evolving threats

2015

Medium Risks

Lack of mutual aid agreements, effective education and outreach to emergency

management, and lack of best practices for emergency response planning '
Technology interoperability issues that create information-sharing challenges \ H()mcland otz
during response SCCLLI’H}’ ' -5 Protection Agency
Insufficient communication to water utility boards of the definition, management

and prioritization of critical assets and needs

Source: Adapted from the 2013 Roadmap to a Secure and Resilient Water and Wastewater Sector

-water-2015



https://www.dhs.gov/publication/nipp-ssp-water-2015

BHMMaHuMe K Kubepbe3sonacHoCT BOoAOCHa0XeHUs 3a pybexom (2/2): WaterlSAC
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https://www.waterisac.orqg



https://www.waterisac.org/

BoeHHble yyeHUA “aTaka/3awmTta”’ BKMOYaAKOT 00BbLEeKTbl BOAOCHAbXeHusA

NATO CCDCOE Locked Shields https://ccdcoe.org/exercises/locked-shields/
\ s LOCKED
P oo

AThis year the exerci
infrastructure that our entire modern lifestyle
depends upon: power supply, clean water
and emergency communi

SANS Cyber Situational Training Exercise (Cyber STX) https://www.sans.org/dod

A T M&-acre facility offers typical metropolitan
trappings, physical and cyber infrastructures
and control systems -- water facilities, a
prison, hospital and trafficl i ght s o
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MaTtemaTuyeckoe MoaenupoBaHue Kubeparak Ha cUCTeMy pacrnpeneneHus

epanetCPA -tsB 1 J & Is dzats
Sted § dzls d tets o Odzdz" 2 U’tGISGtQOd3d3dzr
C sd3tf dzj € ) MERLABEG jslsCter IsT 2 ATis ATKS o
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GdHOs d&zd yj ME 2 tj OCydd mqme% 7 i} r
tcOMY toj HY dzj dzdWw o tsH'™ dzO € drR7d to
WdLduimedi oskocd - ,@

PLC2 S, ""/""'{

epanetCPAY 51 o sdzv j Is 1 tsdz L@r*@@' d2Wd3
B' flstes dssH j dzdtetso Ols!  &#& L dzdydz
Myj dzO0tedd SdBj OBOS ( Bquz;’G[aG)
fsmdzy HMlse W yJtejL dd3qlSGUd“

NMocnepacTBua atak

Al jtjftsdzdzej ded j te
Al1OHjddj HOo dzj
AltjCtwoh jddj 1 ts

Mtcj H MisBPANET, f i zdzw tcdzr 2 \ ATK 1-2: PHYSICAL LAYER
fzeddud 2 CBBYdiCn HE @GO Qz%r ATK34: LINK PHYSICAL-PLC
fsojHjdzd"w oBHBYito SHAS2 ]k ATKZ ATK5-7: LINK PLC-PLC/PLC-SCADA

ATK 8-9: DIRECT ATTACK PLC/SCADA

Fig. 1. Graphical representation of the attack model; the attacks are categorized depending on their target component/communication link

https://www.researchgate.net/publication/309292102 Characterizing Cyber-Physical Attacks on Water Distribution Systems

https://github.com/rtaormina/epanetcpa

https://www.youtube.com/watch?v=dEvisZNrCSQ



https://www.researchgate.net/publication/309292102_Characterizing_Cyber-Physical_Attacks_on_Water_Distribution_Systems
https://github.com/rtaormina/epanetcpa
https://www.youtube.com/watch?v=dEvtsZNrCSQ

UccnepoBaHue 6e3onacHocTu pacnpepeneHunsa soabl: WADI testbed (&=

SINGAPORE UNIVERSITY OF
RETURN TANK ONSUMER TANK
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5 Storage Tanks
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Analyzers
Leak Simulators

P1: Water Supply

*Dosing of Total
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P2: Distribution
P3: Return Water Network

System

*Elevated Reservoirs
*Chlorine *Primary Grid -

Neutralisation Consumer Tanks
* Water Quality Sensors sLeak Detection
S

*Water Quality Sensor

Figure 1: WADUD’s three-stage processes

 5zdzO% HBC k) dsOydw &0 flsj dz |
https://itrust.sutd.edu.sg/testbeds/water-distribution-wadi/



https://itrust.sutd.edu.sg/testbeds/water-distribution-wadi/

UccnepoBaHue 6e3onacHocTn oopadboTkm Boabl: SWaT testbed

6 aTanoB 06paboTKN BOAbI:

»P1: OAEbes ¥ oaecApD(orq ¢bjd
»P2: ebEAEéde(dn+r ofrafryANdb¢g
»P3: degdeANsregdeAer ¥

»Pde JoeberebégAD¥
»P5: VYEeAdodY bdabd
» P6: ROPermeate Module, UFBackwashmodule, RO/UFCleaning Module

] sdzdzOwY HtsCE2d3j dzsOydw dzO fMlsj dzH 2 :
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- Control of the PLC through the Bridged Man-in-the-Middle (MiTM) at Level 0 |T t
- Control of the chemical dosing system through a Python script (pycomm) anterou%
- Control of the Historian through the Aircrack WiFi in Cyber Security

- Control of the pressure through the Server Message Block (SMB)

- Control of the water level in the tank through the Metasploit VNC Scanner ¢ important tht (rusts trple-defence
- Control of the pump through a rogue router ot e e o .
- Control of the pump through the FactoryTalk and password vulnerability e design sndBunch of rher seis

- Control of the pressure pump through Python script (pycomm)
- Control of the pump through the compromised HMI

- Overwriting data stored at Historian S3-17:SUTD

- Control of the Historian through MiTM using ARP

Security
BekTopa aTtak nHcangepa Showdown
- Control of the Motorised Valve through Manual Intervention Event Report
- Control of the RIO/Display through manual configuration on the sensor November 1, 2017
- Control of the water pump P101 through the Python script (pycomm)
- Control of the water pump P101 through manual operation of the HMI
- Control of the pressure pump through Python script (pycomm) Frndsco FURTADO, Lauren 608, S
- Control of the water tank level LIT101 through Python script (pycomm) ——

- Control of chemical dosing through modified PLC Logic

- Control of the RIO through disconnecting Analogue Input/Output pin
- Control of the amount of chemical dosing through Python script

- Control of the PLC through the modification of PLC logic in Studio 5000 Identities of Defence Teams are Not
- Control of the motorised valve through modification of PLC logic in Studio 5000 Included

- Control of the motorised valve MV201 through the modification of PLC logic

- Control of the water tank level LIT301 through adjusting alarm levels

- Control of the chemical dosing pump P205 through manual operation of the dosing meter

- Control of the HMI/SCADA through simulation control

- Control of the PLC through disconnected network cables [ J Is Ohitds://goo.qllylPxre

Anonymised Version.
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6.1.3 Product_A

6.1.3.1 Detection of Physical Process Attacks

Product_A detects attacks by monitoring the network traffic for intrusions. For this reason, the physical
process attacks were detected based on network intrusions.

For example, Product_A triggered a ‘critical’ alert for the attack on motorised valve MV201 manipulated by
attacker team Ox002147 when they used Studio 5000 to reprogram PLC2’s control logic (Section 4.5.1.1).
Product_A detected a compromised PLC2 because of the established communication with PLC2 by an
unauthorised machine of an unidentified MAC and IP addresses. In addition, alarm had been triggered as

{jLkd sOkr 0OlOS d BB&G&E@;

No. of
Successful
Attacks
Recorded for

Percentage of Attacks Detected

WaterDefense

WaterDefense_

Product_A
Category of Attack Historian
all Teams
Over Two

Days of §*-17

Physical Process Goals

Kaspersky*
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Product_B

PLC2 had performed unauthorised functions such as memory clearing and rewriting, and restarting. This a) Motorised Valves S0%
‘critical’ event had triggered the alarm immediately. b) Water Pumps 509
c) Pressure 50%
Furthermore, Product_A triggered a sequence of ‘important’ alerts for physical process attacked by Pycomm
; : : - : d) Water Tank Level 509
Python script. For example, when H4x0rPschOrr compromised the chemical dosing pump of P205 (Section
4.3.2.1), Product_A detected separate connections to multiple PLCs by a foreign IP address, then finally a e} Chemical Dosing 50%
communication to PLC2 in this MiTM attack. Sensor Data Goals
a) Historian values 33%
By detecting unauthorised network intrusions in the above-mentioned way, Product_A was also able to
detect many of physical process attacks. These instances include attackers exploited the VNC vulnerability b) HMI/SCADA values 33%
connecting to the HMI (Section 4.1.2.2), or established a back-door access (Section 4.4.2) and connected to ¢} PLCvalues 0%
the Telnet port (Section 4.1.2.6).
d] Remote IfO values 0% 100%
Overall Percentage T7% 58%

However, Product_A was unable to detect the manual physical process attacks as there was no network
intrusion involved. These instances were insider attacks that had successfully compromised the physical
process of the plant. An example was the control of the Motorised Valve by GHA in Section 4.1.1.1.

6.1.3.2 Detection of Sensor Data Attacks

Product_A did not detect some sensor data attacks as seen in Table 3. All the Remote I/O attacks (pulling of
cables) were achieved manually as an insider attacks, which rendered Product_A insufficient to access the
hacking activities. For example, insider attacks such as HMI and PLC manipulation as described in Section
4.5.1.5 and 4.5.1.6 respectively.

I 4 Is O©dds://goo.al/ylPxre

Table 2: Percentoges of Attacks Detected by each 1D
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