UHdopmaumoHHasa 6e3onacHocTb ACY Tl KpuTu4yeckn BaXKHbIX OO BLEKTOB

MYNBLTUCEPBUCHAS MNAT®OPMA OBECNEYEHUS U
Pycnan Credaros | YIIPABIIEHUS] BE3OMACHOCTbIO KPYMHOIO UMK H I
27.02.2019 | TEPPUTOPUANBHO PACMNPEOENEHHOIO NPEANPUsATMS THONEYWE



HoBoctn Honeywell

« TACC, 31 auBapa. AMepukaHckasa komnanma Honeywell International oTkpbinia B ocobou
aKoHomun4yeckom 3oHe (O33) "Ilnneuk" B 'pA3MHCKOM panoHe Jlneukon obnacTtu 3aBog no
NPOM3BOACTBY CUCTEM aBTOMAaTMU3aLKUMN, NOXapOoDHapyXeHus, ra3oBbIX 4ETEKTOPOB.

* ObbeM nHBeCTUUMIM 3aBOda Ha nnowjagke
033 «Jluneuk» coctasun 900 MUNNMMOHOB
pybnen. Nctounuk: ' TPK «Jlnneuk»

-

HoneN?!!)

a
O@v\unanbuoe OTKPbLITVE 3aBOJ;
31 aHBapA 2019r.

I
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poccua

TENEBWOEHHE W PAOMO

FMABHAA

Jlvuneukui «<Honeywell» obecneunt poccuaH cucteMamm
aBToMaTtusaumm u besonacHoctTu

B 3TV mMuHyTEl Ha TeppuTopuu 033
«JTuneLk» TOPHECTEEHHO OTKDLIBAKT
3as0 KomnaHuu «Honeywells.
M3B8eCTHO, 4YTO paHee OH Yyixe Okin
33MYLWEH, HO NULLUb B TEXHUYECKOM
peXMME.

Honeywell



HoBoctn Honeywell Industrial Cybersecurity

« ControlEdge ™ - nepBble N eAUHCTBEHHbIE B MUpPE
KOHTpOnepsbl, nonyvnslune ceptudukartol ISASecure®
Embedded Device Security Assurance (EDSA) Level 2

- http://www.isasecure.org/en-US/End-Users/ISASecure-
Certified-Devices

- Safety Manager Control Processor ¢ Quad Processor Pack
QPP-0002 n Universal Safety Interface USI-0001
ISASecure EDSA Level 1

- HoBas Bepcua Secure Media Exchange He npocTo
obHapyxunsaet BpegoHocHoe 10, Ho n no3BonseT
BbIABMATbL aTaku CrefyoLlero rnokosieHus, cBs3aHHble C
USB-HocuTenamMmun, coxpaHaa yvyacTtue YyernoBseka ons
noatesepxaeHns USB-yctpoucts

Honeywell
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http://www.isasecure.org/en-US/End-Users/ISASecure-Certified-Devices

KBanudumumnpoBaHHoe peweHue Carbon Black

« 20.11.2018 obbsiBreHO 0 3aBepLueHun kBanudpukaumm CB AWL

» benble cnnckun npunoxeHun - Industrial Application Whitelisting
» KoHTpOsb cMeHHbIX HocuTenen - Portable Media/Device/lUSB Security
* [NocTtaBnsietcsa BmecTte ¢ bll, conepxalien 6enble crnmnckn rnpoueccos 1O Honeywell

Node Type Version qualified with AWL-

CB R200.1

Experion Server R501, R432, R410, R400

CJ \ { B O N Experion Flex Station R501, R432, R410, R400
BLAC K Experion Console Station R501, R432, R410, R400

ARM YOUR ENDPOINTS

Experion Application Control Environment (ACE) R501, R432, R410, R400
and Simulation Control Environment (SCE)

Honeywell

© 2019 by Honeywell International Inc. All rights reserved.



OOHoOBMEHHbIE yCnyru

» TecTbl Ha npoHUKHOBeHUE (CyberVantage Penetration Testing)
NO3BOSIAOT BbISABUTb:

- BbissBUTb npobens! B 3aLiuTte
- BbISIBUTb YSAI3BUMOCTM, KOTOPLIE HE BbISABAITCA CKaHepamu

- OnpenennTb CNocobHOCTb 3aLUTHUKOB AETEKTUPOBAaTh U pearnpoBaTh
Ha aTaku

- OBocHoBaTb MHBECTULIMM B KNbepbe3onacHoCTb

* YkpenneHue 3awmntbl (PCN Hardening) Bkntodaer: »
- [JOM€EHHbIe rpynnoBble MNONTUKM
- OTKI0YEHME He UCNorb3yeMbIX CEPBUCOB (JTOKASIbHO) » |
- OnpeneneHne npas nosb3oBaresnien (fIokanbHO) = T e vz e o e v =

- CIS Benchmarks /\

CIS Center for Internet Security®

CIS Compliance
§

Honeywell
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OkoH4yaHue nogpepxkn Windows 7 u Windows Server 2008

* CHATbI ¢ nogaepxkn Windows XP (c 2014 roga) n Windows Server 2003 (¢ 2015 roga)

* B 2020 roaoy oxungaetcs okoH4aHue nogaepxkm Windows 7 n Windows Server 2008
- https://support.microsoft.com/en-ca/help/13853/windows-lifecycle-fact-sheet

- DT0 03HayvaeT, YTo He ByayT BbinyckaTbCcs 0OHOBNEHUA 6e30MacHOCTU AN AaHHbIX
onepaLyMOoHHbIX CUCTEM

PeweHue: murpauma ACY TI1 Ha HOBble Bepcumn

Honeywell

© 2019 by Honeywell International Inc. All rights reserve d.


https://support.microsoft.com/en-ca/help/13853/windows-lifecycle-fact-sheet

HoBble «cTapbie» yrpo3bl - Shamoon 3

I} ENeineer:
hJ EN(E;RGY i 5*"

ANNIVERSARY
Saipem: cyber-attack on its servers identified
San Donato Milanese (Ml), December 10, 2018 - Saipem informs that today a cyber-attack on its servers

has promptly been identified.

We are collecting all the elements useful for assessing the impact on our infrastructures and the actions to

be taken to restore normal activities.

We are also in the process of notifying the report of the incident to the competent Authorities.

Saipem is one of the world leaders in drilling services, as well as in the engineering, procurement,
construction and installation of pipelines and complex projects, onshore and offshore, in the oil & gas
market. The company has distinctive competences in operations in harsh environments, remote areas and
deepwater. Saipem provides a full range of services with “EPC” and “EPCI” contracts (on a “turn-key”
basis) and has distinctive capabilities and unique assets with a high technological content.

Website: www.saipem.com
Ph.: +39 0244244640

© 2019 by Honeywell International Inc. All rights reserved.

Honeywell

Lifecycle Solutions & Services THE POWER OF CONNECTED

HPS Technical Support —

y N
Knowledge Sharing Mail Ref: KSM2019-001
e e i P P Fecia

Support

SHAMOON Malware Vulnerability

Honeywell
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[InaTdopma n cepBUCHI
obecneyeHUAa U ynpaBrieHUNA
0e30nacHOCTbLIO

(ICS Shield)

Honeywell



NMopTtdens pewueHnn

YnpaeneHue
3awuTon

3awuTta ot
BTOPXXEHUN U
pasBe[Kka yrpo3

3alumnTa npunoXXeHumn
N KOHEYHbIX TOYEeK

MexceTeBble 9KpaHbl

Poccuinckne nHterpartopbl

© 2019 by Honeywell International Inc. All rights reserved.

Honeywell bcs/PeNSIEM yenyr MSs  ICS Shield  Risk Manager

ICS Shield

Honeywell SMX + ATIX

v

Symantec.

KASPERYKY#

—_—
POSITIVE TECHNOLOGIES

CARBON

KASPERSKY# BLACK

(-] Check Point clsco.

=% SOFTWARE TECHNOLOGIES LTD.

ic. B4

TOFINO

€5 aneuc-nnioc

VICBZ  soiline

Honeywell



KoMmnnekcHasa cm

HEeCKOMNbKMX MNNoLjagok cpas

Moaxoa Ha Gase aWwenoHMpPOBaHHOM 3alnTbl Ans

YnpasneHue 3almTon pasHbiX Npon3BoauTeENen
Yno6cTBO 1 foBepne ogHOMY nposangepy

cTema 6e3onacHoOCTM

Sentience
u/vunm
peLLeHne TPeTbero

CyberVantage™

y nponssoauTens / NocTaBLLMK
OEM ycnyr n aHanutuku 3
oopaka Ycnyru ynpaBneHus
% 3almTon

MoHuTopuHr, AHanuTuka,

YcTtaHoBKa 0bHOBNEHUN,

o

MO npoMbILWNEHHOW
Knbep3awumTbl

ICS Shield, Enterprise Risk
Manager, Secure Media Exchange

(ATIX)

BcTpoeHHble Mepbl 3awmThl (6enbl
IDS, SIEM, aHTuBMpYC 1 Np.)

Mnowaaka A

.
L .
..........
.

Blowers

Advanced Threat Intelligence Exchange

LleHTpanbHbIn ouc
3akasyuka / Security
Il s i Operations Center (SOC)

KnbepsawmTa

ICS Shield
3alULLEHHbIN

BbisiBneHune yrpos v np.

(OT Security Operations
Center)

&

KoHcynbTauuoHHble ycnyru no Ub
[MpoekTnpoBaHue, AyauTbl, 3awiuTta ceten u
KOHEeYHbIX Todek, OByvyeHne n TpeHuHru,
PearnposaHue n BoccTaHOBeHME

(SMX),

€ CINAUCKH,

o

7

Mnowapaka D

.
e
oooooo
""""""

N !
; : Mnowapgka C

-Ij@- I_IJ'IOLIJ,a,D,KaR@ I I “
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ICS Shield: NMnaTtdgopma ynpaBneHna onepaumamMmm n 3aLmTon

o 0 CooTtBeTCcTBME
NMONMOCTb AdOeXXHOCTb
A A TpeboBaHMAM
—
(‘
(M)
OOHapyXuTb CoeanHuUTb < | 3alUTUTb
« ABTO-06HapyxeHune 5 * WcnpaeneHnsa n obHOBNEHWUS
aKTnBOB ﬁoAé)}llﬁaneHHbll/l < C6op noros cobbITUN
BbusHec < » COop KoHurypaumn * Benble/yepHble cnmcku
noruka g XpaHVlﬂlv/lLU.e MOPTOB N CEPBUCOB
+ Knaccudumkauns napornen
aKTUBOB  PesepBHoe konuposaHue n
° SaLU,MLU,eHHble BOCCTaAHOBJ1EHNE
* YnpaBneHune
pacnpeneneHne - CosgaHue crneymnanbHbIX
N3MEHEHNAMMN halinos u npaBun
* Buayanunsauyusa nepegada gaHHbIX . OTYETHI O COOTBETCTRBIN
\ aKTBOB TpeboBaHUAM (KOMNaeHc
G D P L) —
UndbpacTpykTypa O gof; uo Ol
N CepBUCHI qoep
3alwnLLEeHHbIN PacnpegeneHHas MeHenxep [eHepaTop
KaHan apxuTekTypa NONNTUK oT4eToB

Honeywell
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ICS Shield pa3BepTbiBaHUue

PacnpeaeneHHasa apxuteKkTtypa u
3aluMLEeHHbIN KaHan mexay
3aBogamMu M onepauuoOHHbIM
LLEHTPOM

* YctaHoBKa LleHTpa 3awmThbl (SC) B
ornepaunoHHOM LIeHTpe

 YcTaHOBKa BMPTYyaribHbIX OBUKKOB 3aLUUTbI
(VSE) Ha kaxgom 3aBoge

o 8 Z y ' \
° HaCTpOMKa ncxogdawlero 3allnieHHoro q ~ H||||
M ) I

KaHana no nopt 443 ¢ wundpoBaHmem TLS

» OQHO NpaBUNO MEXCETEBOIO 3KpaHa (M3) Jirtual | il =
ecurity N e

A5d BCeX yaalleHHbIX coegNHEHUA Engine

Honeywell
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ICS Shield apxutekTypa

WMI / SNMP / OPC / SSH/HTTP / Telnet (CLI) VNC S I iii %,
/| RDP / SFTP / FTP / RSLinx / RSLogix /SIMATIC
nobble YyacTHbleTCP/UDP npoTokonbl
Windows | Networking | Industrial

Honeywell

© 2019 by Honeywell International Inc. All rights reserved.
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N

Ycnyru ynpasrieHUs 3aluTon
(MSS)

Honeywell



CepBuChbI ynpaBrieHUs 3aLNTON

ABTOMaTU3auusa
o6bHoBneHun MNO

n aHTUBUpPycoB

[MpoTecTnpoBaHHbIE U
KBanudunpoBaHHbIE
natym gns
ornepaumOHHbIX CUCTEM
n PCY

[MpoTecTUpOBaHHbLIE U
KBannuumpoBaHHbIe
obHOBNEHUA U
cuUrHaTypbl
aHTUBMPYCHOM 3aLUUTbI

MoHuTOpUHr

3awW ML EeHHOCTU U
nponsBoauTeEnb-
HOCTHU

CopepxaTernbHbii
MOHUTOPWHT 300POBbA
CUCTEMbI N YPOBHS
3alluLLEHHOCTH

KpyrnocyTtoyHoe
npeaynpexgeHmne ob
WHUMOEHTAX B
COOTBETCTBUMN C
3a4aHHbIMM NOporamu

ABTOMaTI/I3I/IpOBaH Ha4dA
MHBEHTapun3auunsd

© 2019 by Honeywell International Inc. All rights reserved.

OT4eTtbl O
AEUCTBUAX U

TeHAeHUUAX

ExxemecsiyHble U
KBapTarnbHbIE
KOMIMMaeHC OTYEThI U
OTYEeThI O
NPOn3BOANTENBHOCTH

NoeHTudnkaumns
KPUTUYHbBIX BONPOCOB U
NMOCTOSAHHbIX Npobnem

MexxceTeBble 9KpaHbl,
CUCTEMBI
npenoTBpaLLeHuns
BTOP>XEHUN 1 Ap.

o

PelweHune 3awmLleHHoro
yaareHHoro goctyna

LndgpposaHne, aByx-
drakTopHas
ayTeHTudunkaumg

MonHbIM ayauT,

OT4YEeTHOCTb U BNAEO
3arnncb

Honeywell



Ycnyrmu Managed Security Services: 24/7 MOHUTOPUHT U
JKCcnepTHaA noanepKKa

Edmonton @ Bucharest
Houston Amsterdam® 9

. ® Atlanta .
proerice @ bubai @ Singapore

Bangalore ®
90 Singapore

OKCrepTHas noaaepKKka arsi CHYPKEHUA NPOCTOEB
1 PUCKOB Knbeparak
AxnBHO obcrnyveaetcs 400+ nroLaaok

9 LleHTpbl oka3zaHusa ycnyrm Managed Security Service

® Knbepnabopatopumn n nccnegoBaTenbCkue LEHTPbI

© 2019 by Honeywell International Inc. All rights reserved. ‘!



N

Secure Media eXchange (SMX) +
Advanced Threat Intelligence
exXchange (ATIX)

Honeywell



PyHKUUMN

« besonacHoe ncnosnb3oBaHWe CMeHHbIX HocuTenen USB npun noMmoLum
ynpaBsnsaemMon M3HOCOYCTONYMBOW CTaHLMN CKAHNUPOBaHUA U
nokarnbHbIX areHToB (apansepoB USB)

«  OTcnexusaHne N MOHUTOPUHI coaepXXnmMmoro Hocutenen USB

*  Hewntpanusaumna yrpos ¢ amynsuuen HID-yctponcts (BadUSB,
Rubber Ducky, Bash Bunny) n ncnonHeHnem KrnaBmaTtypHbIX
KOMOMHAaLMN N TEKCTOBLIX CKPUMTOB CO ckopocThbio Ao 100 cnos B
MUHYTY

*  CTtaHuusa ckaHmpoBaHus (W03 SMX) He cszaHa no cetn ¢ ACY TI1,
HO NOAKIIoYeHa K cepaepy obHoBneHun (ATIX)

*  WHuTerpupyetca ¢ ACY TI1 yepes nokarnbHble areHTbl (apanBepsl
USB) Ha APMax n cepBepax

«  CKaHMpoBaHME C UCMNOSIb30BAHNEM TEXHOSOMMI ODHapyXeHns
LerneHanpasrieHHbIX aTtak 1 yrpos (xewwu u penyrtauma gannos,
necoyHunua ATIX, dmabl MHONMKATOPOB KOMMNPOMETALUNU KPYNHENLLNX
MeXayHapoaHbIxX ueHTpos /b)

*  WHTerpauusa otyetHOCTU C Risk Manager

N

CONTROL ENGINEERING China
BEST PRODUCTS OF THE YEAR 2017
eugfexor

017 FERETRE

Tize

ERER (wE) ARAA
2 3% /RSecure Media Exchange %9 &E i %

2017#11H8

Honeywell
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CueHapun ncnonb3oBaHuA

MoposputenbHble dannbl
oTnpasnstTcs B Honeywell Security
Services Center, ons aHanuaa
onacHocTu ¢hannos.

Mpuctynasa k pabote
NCNoNHUTENb BCTaBNsET
HocuTernb B SMX Wwno3.

SMX w03 ckaHupyet
HOCUTENb Ha Hanu4ne
N3BECTHOro BpeaoHocHoro MO
(curHatypbl DAT-thannbl
NMOCTOSAHHO OBHOBAIOTCS)

SSC ATIX

(LleHTp ycnyr 3awmThbl)
Kak Tonbko SMX y3Haer, 4Tto dainbl 6e3onacHsl, OH

«PerncTpmpyeT» HocuTernb,bnokMpyeT ero Ans
MCMNONb30BaHNSA B KOPNOPaTUBHbIX y3nax u
pa3broknpyeT ero NCNorb3oBaHNE B NPOMbILLIIEHHbIX

yanax
/1 AreHT SMX (gpaveep USB) Ha
NPOMBbILLIIEHHOM Yy3rie No3BoNnseT
noaKnto4aTb TONbKO HOCUTENMN,
npowleLline «peructpaumio», Takum
obpa3om 3aLluLas cMctemy ot
LLnto3 SMX He nogkmntoYeH K P }l
- HenpoBepPEHHbIX HocUTeNen
NPOMBbILLIIEHHOW CETU
= cepeep zawmweH (Arent SMX ycraHoeneH)
= cepeep He 3awmwied (Arent SMX oTcyTcTBYET)
O - HocuTenb 3aperMcTpUpoEaH (MOMET MCNONLI0BATLCA B NPOMLILLNEHHOM CeTH)

= HOCHTENE HE 3apelrMCTPUpOoEaH {HE MOMET MCMNONE30EATECA B I'IpﬂMI:ILIJJ'IEHHDﬁ CeTH

Honeywell

© 2019 by Honeywell International Inc. All rights reserved.



3aKknw4yeHue

Honeywell



ecypchl

Caut HICS

www.becybersecure.com

Honeywell |

ell SMX named "The Best Product of the

fLca/SMX to
know more about SMX

RUSCADASEC

https://www.ruscadasec.ru/

© 2019 by Honeywell International Inc. All rights reserved.

O0OHOBNEHUA
0e30MnacHOCTU

https://www.honeywellprocess.com/en-

CoolLwuTb 00
YA3BUMOCTW

https://honeywell.com/pages/v

US/support/Pages/security-updates.aspx

ulnerabilityreporting.aspx
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Security Updates

Home > Support

Meltdown and Spectre Vulnerabilities

Honeywell is aware of the recently published Meltdown and Spectre vul bilities. These vulr take advantage of optimization methods for CPU
instruction execution and could cause information disclosure. There are no known exploits at this point in time. Honeywell is actively qualifying patches as the
become available to mitigate the Meltdown and Spectre vulnerabilities. Honeywell will continue to work with our hardware pariners in order to identify and qua
security patches to impacted hardware as these patches become available

Honeywell has qualified the fallowing updates for Windows

erating System Version Update KE

indows 7 SP1 and Wind Server 2008 R2 SP1 B4056894

ndows 8 1 and Windows ver 2012 R2 B4056895

ndows Server 2012 B4056896
Windows 10 Version 1607 Windows Serve B4056890
2016

For customers who use Honeywell’s Managed Industrial Cyber Security Services, these updates will be available on 16 January 2018. For other customers, t
updates will be included in the January Microsoft Security Updates at honeywellprocess.com

Note that mitigations for these vulnerabilities may decrease PC platform performance; the magnitude of the decrease depends on the specific platforms in use
all Honeywell products, including Honeywell applications that run on standalone platforms, care should be taken to ensure that this decrease in platform
performance does not significantly affect criical operations.

/current-acti ltdown-and-Specire-Side-Channel-

For more information on these vulnerabilities. please see hitp:
Vulnerabilities and https v.us-cert g slalerts/TA18-C

us-cert.gov/

Itis recommended that you follow the best practices described on this page under “Honeywell Recommends Steps to Mitigate Threats Posed by Malware,”
including installing the latest qualified Windows patches.

CONTACT HONEYWELL | CORPORATE CITIZENSHIP | WORLDWIDE €48

Honeywell

PRODUCTS & SERVICES  SOLUTIONS & TECHNOLOGIES ABOUTUS INVESTORS NEWS SEARCH ®

Vulnerability Reporting Text Size: [+

Report a Security Vulnerability

Honeywell all reports of security affecting Honeywell products and
services. If you are  security researcher and believe you have found a security vulnerabilty, please
send an e-mail to us at security@honeywell com with as much of the below information as
possible. This information will help us to better understand the nature and scope of the pessible
issue

Type of issus (buffer averflow, SQL injection, cross-site scripting, etc.)

Product and version that contains the bug

Service packs. security updates, or other updates for the product you have installed
Any special configuration required fo reproduce the issus

Step-by-step instructions to reproduce the issue

Proot-of-concept or exploit code

Impact of the issug, including how an attacker could exploit the issue

To encrypt your message to our PGP key. please download it from here.

“ou should receive a respanse vithin 24 hours. If for some reason you do not, please follow up with
us fo ensure we received your original message

For the purpose of submission, a securit is defined as a software defect or weakness
that can be explaited in a cyber atiack to reduce the operational or security assurances provided by
the software.

Honeywell
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